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Training-free intrusion detection using channel state
information of Wi-Fi signals

YU Yi-ran,CHANG Jun, WU Liu-fan,PENG Yu

(Department of Information, Yunnan University, Kunming 650500, China)

Abstract: With the rapid development of wireless communication technology, Wi-Fi has been widely used in public
and private fields. The wireless device-free passive human detection technology has broad application prospects in
the field of home automation. Considering that the existing solutions are difficult to explain the huge performance
differences in different scenarios, this paper introduces a training-free intrusion detection using channel state
information of Wi-Fi signals, Which exploits the fine-grained channel state information (CSI) on Wi-Fi devices to
capture the minor variations caused by human movement. To amplify such variations, the multiple signal
classification algorithm (MUSIC) is used to decompose the covariance matrix of the CSI time series, and the
orthogonality of the signal angular velocity vector and the noise subspace is used to extract the path change speed.
and by calculating the phase difference of the corresponding path judges the intrusion detection We implemented our
human detection method in two typical indoor environments (i. e. , a meeting room and a laboratory) and the results
demonstrate an average false positive (FP) of 1. 07% and an average false negative (FN) of 1. 87%. The
experimental results show that the proposed method can effectively eliminate the influence of environmental changes
on detection accuracy and improves the robustness of the system.

Key words: intrusion detection; training-free; channel state information; MUSIC; robust

Wi BHE. 2019—08—07; {&E HHE. 2019—09—10
BEE£WB: ERAKRPFELE (61162406) ; 7 R = AN IS L 85 1 98 o 2k FEL &2 4 T i S 00 & PR (C6165903) s A
HE TR 54 (2019]0007)



TARIK G T WiFiF RS S B 2 AR 58 19

1 3l

UEAE SR TC A 1 1k 3 A AARAG I 5 /2 T AT i
R %M. 5L 5 ML T AL A EL . T
WM £ AT A B0 78 56 31 L %) 1) R, O 1
HT AR RS, R R m ) — 1 H 24
gI0F. AT T4 80E a5 07 I # mT LU
b R A RS IURS B2 L SR 1T 45 F A BRI 20 AS T E AT
B 23R, T WiFi (2 AR RS R
WA SR (RSSD ™R R 5 5 54, {H RSST BV fifi
TE— A2 W EE B Lt S A R KBk 3, K I 45
FEARTTEEfG .

FEXF Bl R, AR SC i T — AT WinFi fF
RS AR 09 G I 2k A2 A6 T 2R 45 . 1) A5 3
Wi-Fi 453545 19 CSTE AR th AR 3 2 30
MiAE k.

2 IEDE

Bl JCLk BAR () € kR, WinFi 15515 5 1)
TEHE 2 — s 5 A By R 214 A TER AR
R T E. 753X HLE| A CSI {3545 80 Sk f B 04838
51518 th T & 2h S8 AE A AR 1k,

2.1 CSI##&5

FESAN = NI AR5 ANUE BZALHE . 18
IR ST L nsg g R DL K N AE S, TR,
CSI 2 AR 55 BB Z5 F 58 n S Fakii e
A2y CSIME H, (1) K-

L
H,(t) = D)%, +e, (D (D
k=1

X n € NONFoRal 734 . L RS N+
RS AR R e, () TSR n A>T A ¢ IF 220 A
P Vi AUEER 0 A>T 3 A R BRI LT o
ke ZRBEARAE ¢ 2RI (55 AT RLRIR A -

d

Vi = Ge 7%, (2)
Ce JE5 b SRBEAT IV d St BT 25 b SR EAT
. A, TR n DT IR A2 I R .

Av = (3

C

f( + n/NDFTTx
Ao, £ BEP PO, c ROEEE L T, NREER I
{E°4 T, = 1/B, B A Wi-Fif55 W 24774 98 » Noer J&
EHUEE M AR (DET) K/ FE ST, 5%
12 (48 25 FIAE IR 2 B AN AR 1.
2.2 AN@E#zh3d CSI IS0

TEFTA N AR (S 5 ok H SR Cn

ZFHE BREE) SR E 5 90E SO S IR 5 5
AR Lk B AR R 8945 5 9 o8 s B B AR 1R
T ER SR S RS AR5 S
FEAE NI St B oo R R AR A e BE A 5 BB
1. AR BRI A5 15 sh it G AR A T8
AR T2 T 16 B I, — > B2 B AR B0 1 25 FIAR
ROREBE ] K A= 28 k. A8 1 BT 7R . s AR K
AEAC TS A oy = O 2. IS SCHRL10 ] TR 55 & A5 8%
PR R A2 ARSI G (0 AT RN -

L0 = g 1+
’

:gxu+%ﬁw (4)
k

K, ad, SR AR 35| &SN i B AL . ¢
MR AESE B v R AR AR A R, FE R AT [H] ¢
WL T A << dy s RIEAT DL RUIAH & (0 = &

Bl AEBHSHEHRSREKETL
F3—J7 1 s NRIH 8l 23 U2 B A2 K BE T 5%
M {555 AR AR Ak 56 b SRR AR IR KB ] (o) 1]
di(0) =dp +0dy = dy + ot (5)
BRI, H, (o) AIDVEHT R R A -

dy, ()
2

L
H,(t) = D e 5 +e,(D)
k=1
= . Rt . d&
= Zeﬁfz’f,gke*ﬂ’f, +e, ()
k=1

L t
= > e Y+ e (D) (6)
k=1

S AT A A g CSTL B AT 75 ) 02
(EEAE s
H=[H (),H, (), ,Hy@)] 7)

3 BRIt

JETR AR 2 48 1 AR SE R T 2 s, A
PRTE X Wi-Fi {55 52 M a] LUARER Ay CST 78
AARNLAE AL » LA B ] DU IE CST 2850 46 28X Fi



20 T T AL

2020 4F

FAOLAEAG LU T AR AR AGE.

— il e A ol

(@ BRI o fﬁf} T?{%& 12?&
S e MUSIC A 2
.8 lmmar I L%E?z ]

B2 ANEWXNZREZZEH
3.1 NEHim

e R AT A5 AR 1 B R L
4 BRAE b AR AR AT 0, 7 5 1 1 ]
AT LA AR 2 — 8 0, CST B R 37 735 At 2 4 2
(. HoAb AN F T 52 S5 5 A 155 A i P ] 25
1l AR 2551 CST AR AE k. A It . 455 R i A
S5 RE—AMESE 9 CSTARREAS AL, 5k 7T L 4158 4742
— AN DA B B A 1 I — e ] A
(197 1.

FIFHI TR BST K [ B ARALE 0y, 2E
TR KA M A CSTREA R I 2% F R 7
TR BN 2 ofei30 . 5 A CSTREAR 545 AMREAR 10
FRE2EJg @ 77mutsln, e 1, 75 B ANREAS 22 [ 1 3R
eI i . o33k S, o 1 AR AT — A, CST #5824
7 00 HOZE ML A [RGB o) it (o) T L6 7R

c;(vk) =1 ,fﬂ”% ,eﬁjZﬁ% ,-",esz"wﬁ%] (8)
Ko, W B R AL TR T o A NE L IR 4 AR 15
S B BEARE P 1 a Coo) X B 9 B I ]
Ve AR AR M 22, H0 SR AR S B R T v
T, CSTMIBDA A2 % A A5 A, i d 2330 (6) A1, 46
n AN TR T M A CSTREARTT LR R «

X(n) =[H,(t;)H,(ty) s+ H, (tp) ]

1‘ —
= >1a(u) Ve, + NG
k=1

=AS(n) + Nn) 9)
KA, NG g M A REAR M 5 R A = [aCoy) s
aCuy) oo vaCoy) ] H ol J3E S [ o 1A 38 9 22 S S )

BB a (00 S0 = [ Y1+ Vo2 Ve ]T
S AT IR T R0 S0 R YT 2 N R A%
R RIBIE S 7. ST M A CSTREAR , IR fE
W A B R 13 5 B L BE ) (o) » IR
| — AT R AR AR Ak 3k AT LA 38 A B AR
BARR -1 (B AAE RS 3N, B A fE AT LE R 3.
I T 6 T4 A B AR 15 S 00 BE ) i
aCo) K MUSIC 8 5 34746 3. HLHE A S AR

JERTHENCE] M A~ CSTREA Y M X M B b7 220
Ry EATRAEAE 2 il 33 2230 C9) AT LAFRERy «
Ry = E[XX"]

= AE[SS" ] A" + E[NN"]

= AR A" +5°1 (10)
A Rs 25 SR S BIAHSCHRE 1 N BRI o
MRS TT 2. 07 ZEFE MRy A MR .
H /NS ML AR A ARG 7 8 AR A 1) ) i 1R 7

i P EEy = [erseqssen | Hoftlh L ADHFE

ﬁ%*@ﬁkfgﬁ¥§§lmEs - [;A/H,ﬂ 7ZA/F1,+2 PR eM:I-
155 RIS 725 ] J2: 1E 52 A0 SR A7 7 B AR A
5o DUDXT R P R B ) B 5 MR R -5 B IE AS. PR,
ERIES N
P (o)use = — L (1
a'(v) Ex Ex fa (v)

1% R S R i) R 7 i 145 ] Y
% a (o) FIEy B9 IESSHT %50 B L {H
F MR LA SR o —F/ME . K P (@) wosic
A 2. WA X R AN [ A s A A8 Ak B 3 5t
A (8) BRI AT A5 H X iz (6 4% A9 A ] s 221 (%) A 457 22 A48
1k.

3.2 HIERE

FESZPRNE FH A 38 % WFT 1546 [ A e
X CST LAY 5200, 7 3% BL 3= 228 R AN &K

(D BEALAR 2 . i WiFi & SALFIEE BL )
SRR AR 0 22 52 5 1 o PR A0 4 AR 57 B A8 R 1 A
o7 Mg A% 2H .

(2) BEWLIR IR AS AL - Fh T S0 Ao ) [ sh3 25 3
il CAGO) Wy A HL R 9] 3% 2 BB 40 2% (ADO) 1y
AL L

IRl I S R i #5119 CSTAE IA{,, () SHARTEN R
CSI{H H, () XE R

FL () = D) H, (D0 om (12)
KA. 0@ e B2 AGC BENLIE 25 . () Ry ¢ B %1
BRI HE AR G AE o (1) g ¢ B2 B 2R PEAR A 525 H
A (10) AT, B MUSIC Bk A P Jr 25 56 B
BHES | AT BEHLAH A 5 H UL S BEALAR I A2 1k, 523
Pl 2 AR A 8 25 FIURE o7t B 25 e ) A= A Ak TR
TEIX LT B P 7 2255 Bt A T ol
D0 H DH, (e n0

| HO [ HG) |,
A Rx (i, )) R 25 R 5 (41755 1

(13

RX(Z?]) -



555 ]

TARIK G T WiFiF RS S B 2 AR 58 21

JCE, || X FoRma X 89 L, 08 fEx BHA
(13) W43 B 43 % Db 2 5 Wk 1) B> ST R AT 45
HEAL ERFR (i, j) € [0, 1], ) ih it w2 43 B
TR T RENLIN 25 DGO R DG BRI, o Fl
ST IH BRI R RN LM AR A B AR T A F
K = argmax | EH”(Z')H,T (e | (14d)
: =

o' = (D) H.(DH,; (ern) (15)
A (o) FoR NE R & e U ALY Iz AT

4 KBERSH

SCU6 38 33 Linux 802. 11n CSI Tool M Intel
5300 [ 3kH CSI ff, CSI SRAEZ Hk 200 Hz TAE
Wi R 2. 4 GHz, 47 S8 & A 40 MHz. & 5 I /2
TL-WR742N JoZk it i & » e Wom M LA 3 AR R4
ARG L. X T8 — B AR AR A B Al 11, 3RATD
T 0. 3 BN ILAE Y CSTARAS, I IS 1Y
CSIFEATT 5 AR AR AL B 3
1.1 ZRHH

N Bl 23 (A5 B 25 B A28 0 A 467 25 R A= 28 Ak
Zeat b B, v DA R FA (LD 3 T 3, dn
3 R, TS AR A 2 S8 CST M kA AR
b, L TE AN BTESL T HAEf 8 — A3 0 £ 4

0 -
_10 -
@
o
=
5
M —20f
S
=30
—4 —2 0 2 4
% 152 A0 AL v/ (m/s)
(a) o A % 3l Bt
0
—10
o
2
[=™
%
M —20
=
—30
—4 -2 0 2 4

1% 4% A8 A6 B S v/ (m/s)

(b)H A 3h i
B3 WHMIERLTHEEREMGT

. — B A AEREINE I A A2 shint #5455 5 —
TG AR B B AL R W AR RS Sl 5 2.
i WA I8 58 IO X AN [+ 114 s A 2 Al 3 2 3 i

B T a Cop ) BIVAT SR HH 6T 37 B 422 B REL 037 22 25 4k 1
. V4 A To AR AR LIRS T B 22 25 4k,
L AT LA ARSI M 22 AR 2 2
AR A, FERE AT RIS BRI 7 A 5 SR P B2 T A
DGR AR 25 222 AR IR RS 577 A A DALt
] LS oA 2 25 o 5 T 40 MR A 1 A A
T A SR R 5T T T VA

—90

50F

HANZE/ 0

—50F

—90
0
I [1)/s

4 FRRETHECETK
4.2 Egemli

A SCAE P B () 5 v (b2 RN 23802 DA
TARSCHIT S BT A R P RS 5 B AT
W ARG T 3 AR ORI B A LA
B MEE B B, Il s g5 R, FZ¢
T LA PS8 b DAk o U e «

(DABFRE(FP) : REETETC A sl i & A K )
)7 B AR LA

(2) B (FND « 2 48 J0 6 K il ) A2 35 19
& L.

M T — H WA S & A AR 1k, JE T A 80y or ik
PIHERR 2 TR BT DL R R A SOy ik 5 3 T 1
B ARSI 7 64T T L.

ARG T R ES R & 5 FoR. FEPRE
BUT S JE T B A A vk M Be 25, F- ¥ FP AN
EN 43510 6. 65 % F1 5. 35%. T4~ 3C i 75 = 24 Bk ik
FNBAF (RTINS B2 . -3 FP A EN 230508 1. 07 %
1. 87 0. BLAMNAE A SOy o] LUK B — A e #
IR FP, 33X B AT 52 M 52 ma 5 /. Bboh, 5T
F) (0 P ) 7 9 A 2 UL RSN A5 S B I8 4 A b
R, B A ZS 0, 5 B T A SRR
L, 8 A 2402 2R 0 O AL R R BT, A S i1
PIRPIE OL T A PEBE AR 2 Fe 2 1, BR S A RN B 212
X ARG I 235 R ) 5



22 T T AL

2020 4F

10r1
W T
8 [ A5k
|
o
|3
W
.1
il In n
bk i
Sl
(a)FP. fg I
10r1
ol
= Of
.
|9
W
T A [
0
bk s
Skt

(b)FN. 1 1A 14
B5 AEFHRTHNRRNMERELR

5 #HRIF

AT T —FpEET WirFi (58I S5 B
BRI N AR AR 7 5 i MUSIC 57542
Wy NAARRS 3 S8 CSUANE A AR ORIV AR  ARHUA
[l AR AR B . bR T BA AR R AVE R R AA TR 45
DR IR BEREAT A B 22 AR 0T T A6 I 45 R g 52 . A
SCAE A S pR) 37 5% (o EE RN HEAT T PPAG . 52
B A RBWA T RAEA M E NG5 T Y HA S
ARSI PERE. BEE WicFi B85 B8 S 3T AR £
JCE A5 = rT LA Z AN AR R RER e R G »
PP AR ATER AR

S 30k

[1] CHEN L, HOEY J, NUGENT C D, et al. Sensor-
based activity recognition[ J]. IEEE Transactions on
Systems, Man, and Cybernetics, Part C (Applications
and Reviews) . 2012, 42(6). 790-808.

[2] DUH, YUZ, YIF, etal. Recognition of group mob-
ility level and group structure with mobile devices[J].
IEEE Transactions on Mobile Computing, 2017, 17

(4) . 884-897.

[3] JOSHI K, BHARADIA D, KOTARU M, et al.
WiDeo: Fine-grained Device-free Motion Tracing using
RF Backscatter [ C]//12th USENIX Symposium on
Networked Systems Design and Implementation NSDI
15. Berkeley, CA, USA, 2015;: 189-204.

[4] KOSBA A E, SAEED A, YOUSSEF M. Rasid: A
robust wlan device-free passive motion detection sys-
tem[ C]//2012 IEEE International Conference on Per-
vasive Computing and Communications. Lugano,
Switzerland. TEEE. 2012. 180-189.

[5] TIAN Z, SHAO L, ZHOU M, et al. A highly-accu-
rate device-free passive motion detection system using
cellular network[ C]//2016 IEEE Wireless Communi-
cations and Networking Conference. Chennai, India ,
IEEE, 2016. 1-6.

[6] LIUW, GAO X, WANG L, et al. BFP; Behavior-
free passive motion detection using PHY information
[J]. Wireless Personal Communications, 2015, 83
(2): 1035-1055.

[7] LIUG, L1Y, LID, et al. Romd: Robust device-free
motion detection usin phy layer information [C]//2015
12th Annual TEEE International Conference on Sens-
ing, Communication, and Networking (SECON). II-
san, Korea,IEEE, 2015 154-156.

[8] LV J, MAN D, YANG W, et al. Robust Device-Free
Intrusion Detection Using Physical Layer Information
of WiFi Signals [ J ]. Applied Sciences, 2019, 9
(1. 175.

[9] BAOY, DONG L, ZHENG Y, et al. WiSafe: a real-
time system for intrusion detection based on wifi sig-
nals[ C]//Proceedings of the ACM Turing Celebration
Conference. Chengdu, China. ACM, 2019 26.

[10] CHEN C, HANY, CHEN Y, et al. TR-BREATH:
Time-reversal breathing rate estimation and detection
[J]. IEEE Transactions on Biomedical Engineering,
2017, 65(3): 489-501.

EE®E AN

FHask 53, (1995 LR AE. BIFSE U7 ]y TCL .

B ORGERER B, Q9700 BB BIHEE. B
J7 181 JC£k 3l (E 5 M 4%, E-mail: changjun@ynu. edu. cn.
RMME L, (1997-). BEFET7 1)y To Lk A i RO 4.

¥ OF &.(1998). WS I ONE T 515 B RS



